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Grading criteria - To achieve each grade the evidence must show that the learner is able:

	For a Pass to:
	

	Pass Cisco Working at a Small-to-Medium Business or ISP (CCNA2) exam.
The centre will evidence this with a copy of the learner’s class grade book from the assessment system on completion of the unit (this must be listed by learner name). A pass grade is a score of 70% or more in the final examination.
	

	For a Merit to: 
	

	M1 	plan the implementation of a router on a WAN infrastructure, based on a pre-determined design
	

	M2 	evaluate and apply the required commands to configure routers to communicate
	

	M3 	critically test communication between routed networks.
	

	For a Distinction to: 
	

	D1 	troubleshoot a routing device and justify the solution implemented to restore operation
	

	D2 	justify, implement and test address translation
	

	D3	design an address management scheme for a pre-defined system.
	



	LEARNER DECLARATION
I certify that the work submitted for this assignment is my own and research sources are fully acknowledged.

Learner’s signature:			Date submitted:		




 Assessor’s Comments:

	Task
	Criteria
	Assessor’s Comments
	Achieved

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	




	Assessor’s Signature:  
	
	Date
	




Assignment Access Information:

All assignments can be downloaded from the relevant unit link at:
www.bedfordtech.co.uk
Follow page link to relevant unit page
Download the assignment and rename it placing your name at the front of the title
Complete the questions on page 4 save the content then email a copy to the required address. You should also save a copy on your own media (USB drive etc) or email a copy to your own email address.
This will now be your live copy of the assignment.
All work done for the assignment should now be done within this file.

Assignment Submission Information:

During the course of this assignment students may submit work for feedback at any time.
All interim submissions should be done electronically to the email address below.
sdeards@bedford.ac.uk
Each interim submission should be a zipped copy of the complete assignment this will serve several purposes.
1. A backup copy of the last submission will be available in cases where students lose or corrupt their current assignment.
1. A full record of requests for feedback and feedback given will be available to provide students with a consistent and accurate assessment of the on going status of their assignment.
1. Students do not have to book time for interim assessment.
1. Students can expect feedback within 72 hours of interim submission within reason
1. Students may request advice or additional information via this format
1. Students may request a face to face meeting via this format and a record of information/help given will be recorded within the assignment.

Assignment Final Submissions:

A submission date is shown on the front sheet this is the last date on which this assignment can be submitted for marking within the current term.
Any extension to the submission date should be negotiated and documented at least 14 days prior to the shown submission date. 
Final assignments must be printed out and signed in at the main office on the 1st floor of the tower block.
A copy of the final assignment in electronic format should be forwarded to the above email address.

Assignment Sections:

This assignment may consist of several scenarios.
Each separate scenario should be clearly identified with a heading and sub headings should be used where applicable.
1st Session: 

During your first or second session you will be shown the assignment and receive instruction about the requirements & sections.
To ensure you understand this information you should complete the table below and make your first submission via email. This will provide the tutor with a return email address for you that can be used throughout the course for both feedback and general contact.

Complete the following questions then zip the file and email to:
sdeards@bedford.ac.uk

	No
	Question
	Answer
	Date

	1
	What is the website name where this assignment is available?
	
	

	2
	What is the email address to which you should send your assignment for feedback?
	
	

	3
	What is the final submission date for this assignment?
	
	

	4
	To receive an extension how long before the submission date should this be agreed?
	
	

	5
	In what format should the assignment be submitted?
	
	

	6
	How many PASS criteria are there?

	
	

	7
	What is your email address that you will use for contact?
	
	

	8
	Has the importance of feedback been explained to you?
	
	

	9
	Has the importance of regular submissions been explained to you?
	
	

	10
	Has the interim feedback process been explained to you?
	
	

	11
	Do you understand the process?

	
	

	Please insert any additional comments or questions you may have in the space below:

	Comments:











 


Interim Feedback Request:

Feedback can be requested at any period during the composition of your assignment. The grid below can be copied and pasted at the beginning of each section that has been submitted for interim feedback.
You should fill in the request section for the specific area that you are asking to be checked, the tutor will provide relevant feedback in the section marked “Feedback:”

IMPORTANT NOTE:
All requests & feedback should remain in the assignment as evidence


	Date handed in
	Student requirements
	Criterion
Included

	
	

	

	Date returned
	Feedback
	Criterion achieved

	
	



	

	Assessors Signature 
	Learners Signature

	

	



Please read: Assignment Submission Information to ensure you fully understand the interim feedback system:

 National Diploma Unit 102 WORKING AT A SMALLTO- MEDIUM BUSINESS OR ISP:

To pass this unit students are required to meet both of the following formats:

1. Theoretical Understanding

1. Practical Understanding

To meet these requirements students will undertake both theory & practical exercises

(A)	Online testing for all topics:
1. Multiple choice single answer & multiple choice multiple answer format 70% PASS MARK
.

(B)	Assignment work which will contain written reports from students. Lab exercises designed by CISCO to test both practical & theoretical understanding can be referred to within your reports but the actual CISCO documentation (LAB PDF’s) should not be contained within your reports

Each section set identifies the criteria that will be met or part met upon successful completion; these are mapped directly to the grading criteria on page 1.


Practical sections undertaken will be evidenced via witness statements.
Students are responsible for completing each relevant statement and obtaining the tutors signature on completion of each practical section referred to within the scenarios detailed in this assignment.

Scenario 1 (Information)

[image: unit 102 topology](Fig 1)



 Scenario 1 (Information)

In the first instance using packet tracer:
Students are required to connect and configure 2 routers and other relevant devices as per the diagram above (Fig 1). Access passwords should be configured for the console port and for virtual terminal access via telnet an encrypted password should also be added for extra security. Both serial and fast Ethernet ports should be configured to allow connectivity between the 2 end stations. Each router should be uniquely identified and a message displayed at start up. 


Section 1
Student Written Deliverables:       Evidenced by Written reports (PartM1 & D3)

Students are required to complete the following sections and provide documentation to support each section.

1. Use VLSM to subnet 192.168.10.0/24 to meet the network requirements of the given scenario. You should show each stage of your subnetting process (visual representation) The final subnets should be show in table format as (fig 2)(Fig 2)



	Network ID
	First Useable
	Last Useable
	Broadcast
	Allocation

	
	
	
	
	

	
	
	
	
	




Practical Activities:		Evidenced by Witness statement (Part M2 M3)

1. Connect all devices as required to demonstrate the required networks in (Fig 1)
2. Configure IP addresses as required from your subnet table using specified addresses from each subnet (see table below):

	Network
	Host
	Host
	DFG

	1
	First Useable
	Second useable
	Last useable

	2
	R1 1st useable
	R2 2nd useable
	N/A

	3
	Server 1st useable
	
	Last useable



Section 2
Student Written Deliverables:       Evidenced by Written reports (PartM1 M2 M3 & D1)

Provide detailed explanations for each of the following configuration sections 

	Section No 2
	Written Section Deliverables
	Criteria Reference

	(a)
	Provide an overview of the main router command modes available User & Privileged Modes
	M1 M2

	(b)
	Explain the method used to provide the router with:
unique ID, Message of the day, Passwords for console & VTY access plus one encrypted and the reasons why these are necessary
	M1 M2

	(c)
	Demonstrate access to serial interfaces and configuration processes. Explain the purpose of the configuration and why interface descriptions should be used
	M1 M2

	(d)
	Demonstrate access to Ethernet interfaces and configuration processes
	M1 M2

	(e)
	Identify and explain the major components of a router
	M1 M2

	(f)
	Demonstrate methods available to erase and reload router configuration files 
	M1 M2

	(g)
	Provide a brief report about the static routing default, next hop & exit interface. Configure both routers with static routes to facilitate communication. Include a minimum of one of each of the following (1) Default (2) Next Hop (3) Exit interface
	M1 M2 M3

	(h)
	Provide a brief report about the RIP routing protocol. Configure RIPv2 on both routers to facilitate communication
	M1 M2 M3

	(i)
	Connectivity Tests discuss ping as a fault finding tool explain what ping is and how it is used. Discuss traceroute as a fault finding tool, explain what traceroute is and how it is used
	M3 D1




Section 3
Student Written Deliverables:       Evidenced by Written reports (PartM1 & D2)

Explain the term Network Address Translation/Port address translation and how it is used between private & public networks. You should fully explain the process of a communication from inside to outside and the returned information. Use requesting a web page as your example.


Practical Activities:		Evidenced by Witness statement (Part M2 M3)

Configure the router connected to network 1 to use NAT/PAT for the attached LAN. Capture the translation process and use in your assignment to support your explanation for the written part of section 3.


Section 4
Practical Activities:		Evidenced by Witness statement (Part M3 D1)

During the construction of this scenario in both packet tracer & whilst using real equipment you will encounter problems ranging from incorrect configuration, wrong cable selection, Wrong port selection and wrong IP address selection to name but a few.
You should record errors that you encounter in a table as below. This will provide written evidence to support both M3 & D1 criteria.

Practical Activities:		Evidenced by Witness statement (Part D1)
To be completed with real Equipment:
On completion of configuration and testing backup copies of the configuration files should be saved externally using the facility available through Hyper Terminal. Telnet should be used to check layer full functionality of the TCP/IP protocol stack
NOTE: This documentation

Witness statement Unit 102 Practical skills test:

Course / unit title:  UNIT 102 Working at a Small-to-Medium Business or ISP

Student Name:  	_________________________________

	Practical Activities
	Date
	Planning & troubleshooting
	Completed Successfully
	Criteria
Supported

	connect and configure routers and protocols for LAN and WAN access, demonstrating familiarity with router configuration modes and commands
	
	
	
	M1 M2

	test connectivity and troubleshoot networks using ping and traceroute
	
	
	
	M3 D1

	use available router configuration methods, e.g. command line, http console, vty console and telnet
	
	
	
	M1 M2

	Backup, restore or upgrade OS image or configuration files using TFTP or another suitable method
	
	
	
	D1

	Set up and compare network routing using Static routes by interface, next hop & default routes
	
	
	
	D2

	Carry out VLSM calculations on a given addressing scheme demonstrating an understanding of address conservation 
	
	
	
	M2 D2

	diagnose and correct introduced problems and/or faults and demonstrate a systematic approach to troubleshooting and fault logging
	
	
	
	M3 D1

	Configure  & test NAT on R1 for local area network
	
	
	
	D3



Time constrained Final Skills Assessment 3hour limit

	Skills assignment completed

	Configurations
Complete
	Testing
Complete
	Un-Aided
	Minimum assistance
	Medium assistance
	Full assistance
	Incomplete

	
	
	
	
	
	
	
	



Witnessed by S Deards Course Tutor

Student Signature: 

Tutor Signature: S Deards

DATE:



1. STUDENT WORK SHOULD BE INSERTED FROM HERE:
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